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Matthew J. Harmon

e Security Consultant & Researcher for IT Risk Limited
e Instructor for SANS & Saint Paul College
e Two emergency spinal operations last year
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What are we going to cover tonight?

e Legal Challenges for IoT Security Research

e Importance of routine maintenance, an analogy
e The Internet of Everything

e Smart = Exploitable, most of the time
Establishing a known state

Device Enumeration

Data Enumeration
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Legal Challenges

Title 18 U.S.C. § 1030
Computer Fraud & Abuse Act

(a) Whocver
(2) intentionally accesses a computer without authorization
or exceeds authorized access, and therehy ohtains—

(A} informanon contained in a financial record of a financial institution, or of

A card issuer
(B} information from any department or agency of the United States: or

(C) information from any protected computer;

UNRCLASSIFIED

Source: Minneapolis FBI Cyber Division at Saint Paul College Spring 2017
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Legal Challenges (cont.)

e Patent law and reverse engineering IoT devices

e | asked a cyber lawyer, the Electronic Frontier
Foundation and was basically told

/
ONOKITTY

THAT'SA
KILTY!H!
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These things matter not to attackers

Image: ST:TNG "A Matter of Perspective”
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Internet Census 2012 (Carna Botnet)

Scope: 460 Million IP addresses that responded to ICP plng reques or port scans from June and October 2012
Source: http://census2012.sourceforge.net/paper.html
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[IoT Growth

e Added in 2016: ~429 million mobile/connections

e Global mobile devices and connections in 2016 grew to
8.0 billion, up from 7.6 billion in 2015.

e By 2021, ~3/4 of all devices connected will be “smart”

* Smartphones (38%,43%) Phablats (7%.10%)

12 M2M (10%.29%) ® Nonsmartphones (41%,13%)
Tablots {2%,3%) " PCs (2%,2%) —
10 ® Other Portable Devices (0. 1%01%) -
Billions of . -
Devices

8
6
4
™11
0

2016 2017 2018 2019 2020 2021

Source: Cisco Visual Networking Index 2017
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Shodan Indexed "IoT" tagged
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IoT Attack Surface (Highlights)

e Administrative Interface
e Directory transversal (Smart Dishwasher)
e Weak/Default Passwords (“password”)
e Local Data Storage
e Unencrypted or weakly encrypted data
e Decomissioning
e Patches/updates
e Transmitted in the clear
e Eventually everything comes to an end...

Source: OWASP IoT https://www.owasp.org/index.php/IoT Attack Surface Areas
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IoT Attack Surface (cont)

e Firmware backdoors
e Insecure credential storage weak recovery/reset
e \Vulnerable Services, Hardcoded Creds, privacy
e Sensors
e | ocation, microphone
e Damage
e Network Traffic
e LAN to Internet
e Wireless (WiFi, X/Zigbee, Bluetooth)

Source: OWASP IoT https://www.owasp.org/index.php/IoT_Attack_Surface_Areas
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Some questions

Is dishwasher's web server is patched?

Do you know if your lightbulb is packet flooding a journalist?

Is your camera sending mpegs to another country?

Is your TV is sending fingerprints of movies you are watching?
Is your refrigerator is being used as a C&C host?

Is a nation state using your SOHO router as a monitoring point?
Your NAS is syncing to an unk party, or have weak permissions?

Is your board room phone recording and sending those
recordings somewhere?

WHY DO WE HAVE TO ASK THESE QUESTIONS!?
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In summary...

If it says "Smart",
you should read it as
"Exploitable”

Hat Tip: Mikko Hypponen (@mikko)
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IoT of today will eventually fail

e 32-bit processors and Y2k38 e About the time Al

TM GLAD WERE SWITCHING TO 64-

BIT, BECAUSE I WASN'T LOOKING
FORWARD TO CONVINCING PEOPLE TO

CARE PBOUT THE UNIX 2038 PROBLEM.

\JHAT'S THAT?

REMEMBER Y2K?
THIS COULD BE.
EVEN WJE'

5

IS reaching epoch

@ e <
Probably closer to 2030 to 2040 imo. 2060

would be a linear extrapolation, but progress
is exponential.

New Scientist @ @newscientist
Al will be able 1o beat us at everything by 2060, say experts
newscienti.st/2rsPGFO

o —
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The Future of IoT

What time is it?

Hat Tip: Mikko Hypponen (@mikko)
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How do we tackle this?

e Know what you're defending
e How to collect the data?
e Passive, Active, or Aggressive?
e Attackers don't care if they tip over systems
e\We do.
enmap -T4 is called insane mode for a reason
eYou (probably) don’t need masscan
e Passive takes longer, but captures more info
e Let’s use Darkstat, Bro and ntopng
e Then, we can use nmap to validate!
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How do we tackle this? (cont)

e We need to take control of our local environment,
at the very least have:

e Manufacturer, Model, System Name, Location
e Operating System, IP address/Netmask, MAC

e Identify and map our “"normal” traffic profiles
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Our Do It Yourself Build Today

e Step 1
— Install Security Onion on a 2+1 NIC box
— Go bleeding edge, and test SO+ELK

— http://blog.securityonion.net/2017/06/
towards-elastic-on-security-onion.html

o Step 2
— Setup a span, mirror or network tap

— NetGear GS108E is still awesome and only
$60
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Do It Yourself (cont.)

e Step 3

— Install Darkstat and ntop-NG

o https://github.com/Security-Onion-Solutions/security-
onion/wiki/DeployingNtopng
e apt install darkstat

— Configure Dashboards
e https://localhost/app/kibana

e Step 4

— Deploy OSSEC & Sysmon
e https://github.com/SwiftOnSecurity/sysmon-config
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Security Onion + Elastic

FRIDAY, JUNE 2, 2017

Towards Elastic on Security Onion: Technology Preview 2 (TP2)

We recently announced our move towards the Elastic stack:
http://blog.securityonion.net/2017/03/towards-elk-on-security-onion.htm|

In the last few weeks, we've made tremendous progress, so it's time for our second technology preview (TP2)!

Changes from the last Technology Preview

upgraded from Elastic 2.4.4 t0 5.4.0

Elasticsearch, Logstash, and Kibana each run in their own Docker containers
lots more dashboards

new Logstash parsers to support more log types

IPv6 support

experimental script to migrate data from ELSA to Elastic

Squert now leverages the same single sign on as Kibana and CapMe

Warnings and Disclaimers

This technology PREVIEW is PRE-ALPHA, BLEEDING EDGE, and TOTALLY UNSUPPORTED!

If this breaks your system, you get to keep both pieces!

Source: http://blog. onion.net/2017/06/towards-elastic-on-security-onion.html
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Taking this to the next level

Onion + ELK + OSSEC + Sysmon

'l “
https://technet.microsoft.com/en-us/sysinternals/sysmon

References: https://github.com/Security-Onion-Solutions/security-onion/wiki/Sysmon,
Joshua Brower: https://digital-forensics.sans.org/community/papers/gcfa/sysmon-enrich-security-onions-host-level-capabilities_10612
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Using Sysmon for Awesome

e @SwitftOnSecurity
e https://github.com/SwiftOnSecurity/sysmon-config/

e "Sysmon conﬁguratlon file template with default
high-quality event tracing”

........
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Using Sysmon for Awesome

<!=—SYSMON EVENT ID 3 : NETWORK CONNECTION INITIATED-—>

<!--DATA: UtcTime, ProcessGuid, Processld, Image, User, Protot

<NetworkConnect onmatch="include">

<!——COMMENT: Takes a very conservative approach to network

<!=-TECHNICAL: For the DestinationHostname, Sysmon uses the (

<!=-TECHNICAL: These exe's do not initiate their connections,
<!=-=Suspicious sources——>
<Image condition="begin with">C:\Users</Image> <!--To¢
<Image condition="begin with">C:\ProgramData</Image> -«
<Image condition="begin with">C:\Windows\Temp</Image>

<!——Relevant 3rd Party Tools: Remote Access——>

<Image condition="image'>psexec.exe</Image> <!--Sysinternals:PsExec client side | Credit @Cyb3rOps -——>
<Image condition="image'">psexesvc.exe</Image> <!--Sysinternals:PsExec server side | Credit @Cyb3rOps -—>
<Image condition="image'">vnc.exe</Image> <!-— VNC client | Credit @Cyb3rOps ——>

<Image condition="image">vncviewer.exe</Image> <!-— VNC client | Credit @Cyb3rOps ——>

<Image condition="image">vncservice.exe</Image> <!-— VNC server | Credit @Cyb3rOps -—>

<Image condition="image'">winexesvc.exe</Image> <!-- Winexe service executable | Credit @Cyb3rOps -->
<Image condition="image">\AA_v</Image> <!-- Ammy Admin service executable (e.g. AA_v3.0.exe AA_v3.5.exe )

Source: https://github.com/SwiftOnSecurity/sysmon-config/
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Darkstat Passive Enumeration

{1-18 of 18)
P Hostname MAC Address In Out Total Last seen

00:08:22 199,907,154,863 16,890,240483 216,797,395,351 0 secs
192,168 (L0:08:22 (621314865 3,632712,984 4254027650 Osecs
| 192,168 bE:5g:lZ 16,239,864,855 13,299407011  29,539,271,666 0 secs
192,168 34:08:04 2,381092,116  496,629459  3,477,721,575 0 secs
192,168 b8:27:eb 60,572,249 3,373,097 63,945,246 1 sec
192,168 £0:00:da 143,325,219,559  2,027,321,500 145,352,541,059 6 s
152.168 | B0:z2a:28 125,733 149 425 275,158 12 sexs
192,168 | 08:05:01 30,351,947,201 475,524,134  30,827,471,335 31 secs
192.168 | 9B:01:a7 1,667,882,973 85,557,167 1,754,440,140 3 mins, 27 secs
192,168 §8:01:47 5,977,534,2%0 483,340,903  6460,875,193 17 mns, 53 secs
192,168 30:63:91 128,625 102,000 230,625 54 mins, 9 secs
192.168 E02f1:ES 1,100,573,4683 193,049 852 1,299,623 340 3 hrs, 13 ming, 21 secs
192,168 Ed:dE:dl 22,935,462 33,679,076 56,614,538 10 hrs, 8 mins, 51 sexs
| 192.168 (EU:z1:p8 239,184,062 93,004,269 332,188,331 14 hes, 4 mins, 22 secs
192,168 (E0zesidd 284,153,558 15407504 299,561,462 5days, 17 hrs, 47 mins, 45 secs
192,168 | 98:bE:e9 110,536 1,152 111,688 9 days, 23 hrs, 14 mins, 1 sec
192,168 36:0%:e3 59,560 55010 114,570 14 days, 7 hrs, 55 mins, 13 secs

Source: https://unix4lyfe.org/darkstat/
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ntopng hosts

Hosts List

IP Address
197 165 1.18
19218815 QA

19216811

0.F6:52:0A DTS

188 228 252 171

VLAN Location

LR

Name

152 168.1 18
182168156

tolink
162.168.1.255
265.265.265.255
90:F6:52:33:55:FC
90:FG:52:0A:1D:73

www nkap org e

Scen Since ASN
3 min

14 min, 58 s
3 min

14 min, 58 sac

14 min, 58 sac

15 min, 3 sec

15 min, 3 sec

53 suc 4147 4

Breakdown

% n
R

Throughput
20.3 Kb

20.3 Kbt

10~ .’

Traffic
1481 MB
740.65 KB
21.44 KB
3.8 KB
454 KB
345 KB
340 KB
1.75 KB
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Correlating Bro & ntopng Passive
Enumeration

Connections by Time

A0 =

A I
"
;x:%%ﬁ ﬁukﬁwyld&ﬁ.wﬁ”su &Suﬂ j “ E’R-v“’ﬁamdi‘

500 «
201 e~-10-30 20161104 2016-11-08 2018-11-14 2tie-11-19 2018-71-24 2018-11-28 207E-12-04 20161203 20161214
e " | |
P \ ;;A,"-._._r‘*.m}L__,_LM J'»L«."'LJ W\ \ ol 1“1‘_‘1 ’1 VN PSS | L 'wl ' Juf .,_.~,f‘-~f ‘J"i..f"._f‘w-...w.J \
61030 b il = R RS 201611 00 20151114 EN 9 216124 20161129 &a'61204 2NE209 20161514

B class-DA0 CONN iemp or tep or uds
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ntopng Flow Enumeration

Top Flow Talkers

L2 weather.noaa.gov

|

sin01s17-in-f12.1e100.net

a23-9-194-110.deploy.static.akamaitechnologies.com

10.0.2.15 seg.sharethis.com

r-199-59-150-7.twitr.com I

74.125.200.84 U

connect.facebook.net I

Source: © 2017 LinOxide
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Bringing it all together

DCIM: Data center Infrastructure Management
netbox_devices.csv

e Device Name, Device Role, Tenant
e HW Manufacturer, Model, OS, Serial Number
e Interface, Site, Rack, Position, Face

IPAM:IP address management
netbox_IP_addresses.csv

e IP Address, Device Role, Tenant

e Status, FQDN, Interface, Connected, Serial/MAC
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Prefixes

Pretix

Loons

(=]
[

=
(=
o

10.0.100.0024

= 2 10.1.0.04186

» 10.1.0.024

» 10.1.0.025

10.1.0.028

SANS @ Night - Internet of Everything, Hands-On — © 2017 Matthew J. Harmon, et al.

12
I
-1
[
@

Active

Active

Active

Active

Aative

eVns

VRF

Glebai

Global

Glotal

Gicbal

Globai

Glotal

Clchal

Global

Glooal

Gilcbal

Global

Glooal

Gleaal

Global

Glotal

Glogal

Global

Glebal

annechiong -

P Space -

Site

kg site

teg sile

Al

All

Main Ottice

Branch 1

Branch 2

Hranch d

Branch 4

Branch £

Branch 1

Lonoon Data Canter

Branch 1

Hranch 1

Branch 1

Source: https://github.com/digitalocean/netbox

VLANS -

Role

Infrastructurs

VolP

Inlrasirechare

Infrastructure

Infrastructure

Infrasiraciure

Intraztructura

Infrastructurs

Inlrasirechare

Intrastructura

Infrastructura

Infrastructure

NetBox (IPAM/DCIM)

Lroulls - Secrels -

Description

vop nelwork

Poinl-te-ponl Inks
Cttice MPLS

Branch 1 MPLS circuit
Branch 2 MPLS circuil
Branch 3 MPLS circult
Branch 4 MPLS circuit
Branch 5 MPLS circuil

Backus MPLS link

Lendon Data Centar - Server Network

Braneh 1 PP

£ Admin

A Prodie

() ag ol

|
Secarch

Filler

Secarch Within
VRF

Status

Containar {16)
Actve (74)
Rezerved (4)
Depracated (1)

She

AT |
Ashburn DC (7)

b site {2)

Bearch 1 {14)

Branch 2 {10}

Branch 3 (&)

Brancn 4 {12}

Erancn 5 |7

B R NI

Rale

Infrastructure (25)
Management (8)
Private usrouteabla van (D1



Easy button

e nmap -vv -oN mynetwork.nmap 192.168.0.1/24

e https://github.com/maaaaz/nmaptocsv

$python nmaptocsv.py -i mynetwork.nmap /
ip—mac-fgdn-os—-port-service-version
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Bro-IDS for detecting deviant traffic

event dns_message(c: connection, is_orig: bool, msg: dns_msg, len: count)
{
if (len > dns_plsize_alert &5 c$id$orig_p !in dns_ports_ignore & c$id$resp_p !in dns_ports_ignore)
{
NOTICE( [$note=DNS::0versized_Answer,
$conn=c,
$msg=fmt ("Payload length: %sB", len),
$identifier=cat(c$id$orig_h,c$id$resp_h),
$suppress_for=20min
1);

SumStats::observe("Detect.dnsTunneling",
[$host=c$id$orig_h,
$str=cat(c$idsorig_p,",",

c$idg$resp_h,",",
c$id$resp_p,",",
cat("Payload length: ",len),",",

nononon
’ ! !

c$uid)],
[$num=1]);
}

i
Source: https://github.com/sooshie/bro-scripts/blob/master/2.4-scripts/dns-bad_behavior.bro
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Interesting Domains

$ cat http.log | bro-cut id.orig_h,

172.
172.
172.
172.
172.
172.
172.
172.
172.

16.
16.
16.
16.
16.
16.
16.
16.
16.

88.
88.

88

10
10

.10
88.
88.
88.
88.
88.
88.

10
10
10
10
10
10

49493
49495
49511
49512
49513
49516
49517
49518
49519

172.
172.
172.
172.
172.

172

172.
172.

172

16.
16.
16.
16.
16.
.16.
16.
16.
.16.

ERBEZBERE

135
135
135
135
135
135
135
135
135

SICTEITEIE

id.orig_p, id.resp_h, id.resp_p, host, uri, referrer

S2pwerp32iweqadTk371wp22er148g63m39n6dou.net / -
h54 jtbgmu jS6hwb48e41p42g33h34c29grbqfxm29.ru / -
igcgmrn3@iuvoubuoiicrfydvkylrbtmtev. info / -
ezdsaqbulsgzh44mb9p42eqmrkxad7nd@brcqg.com / -
o41lwmgngqarmxiyi3Siyftpzaye2iosjyjq.ru / -
n3darh24frisbslgmqoxgvpvkd47oliipritev.biz / -
jsadTn20hyis jxcrei1 fwl58gtal37i650vi32051.info / -
j361x£52hs j56itc491qayoveymwfzosiiSjw.org / -
go31vobiayoucrmdOkzgvmb9irhwlS8er jwfu.net / -

Network Forensics with Bro: https://github.com/aboutsecurity/Bro-samples
Output Source: http://blog.opensecurityresearch.com/2014/03/identifying-malware-traffic-with-bro.html
Lenny Zeltser REMnux “Toolkit for Analyzing & Reverse Engineering Malware”: https://remnux.org/
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Data Enumeration

e Now that you've got a list of hosts and services, time to
identify your data stores:

e Start with Servers and Workstations turned Server
e Have discussions with Third Party Vendors
e Then address your IoT devices
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Data Enumeration (cont)

e Artifacts to collect
e Type, Asset Unique ID, File Name, Description
e Recipient, Data Custodian, Responsible Party
e Primary Location, Criticality level, Classification
e Restriction, Internal Share Loc, External Share Loc,
e Internal Backup Loc, Off-Site Backup Loc
e Public, Legal Restricted, Medical Restricted
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Detecting Pivots

e JPCERT Coordination Center: Detecting Lateral
Movement through Tracking Event Logs

—_—— — Attacker's Purpose of Using Tool Tool Chapter
B oo s . . 1 Numbar
- A sdsiots 3131
e Dealeting evidenca
P TR R e - timestoms 3.13.2
ST ‘;_3;'2'.-713‘-‘:‘.‘;'-};.':?‘-'5"' P Wisyceede :
e It '.'"—';T'-"ﬁ'::"""“-‘?'.l."“”“‘f 1 weviuti 3141
S e e ] idifde: 3152
".lf" 2 dsquery 3.15.3
o TR B et
L LI _ o) ﬁvhnuzth‘ Hiran 341
| B i | R S5
I e ROF 351
: S . WCE (Remots login) 361
| Mimikatz (Remote login) 362
S D T o M514-058 Expiott 371
MS15-078 Expiloit 37.2
SDB UAC Bypass 3481
- MS14-088 Exploit 391
Comess = Golden Tiket (Mimikatz) 382
Silver Ticket (Mimikatz) 383

Source: JPCERT https://www.jpcert.or.jp/english/pub/sr/ir_research.html
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Detecting PSEXEC

Detecting Lateral Movement through Tracking Event Logs

3.2.1. PsExec

Tool Name PsExec
Category Command Execution - Acquirable
Tool Overview  |Executes a process on a remote system Information
Tool Exampleof  |The tool may be used to remolely execute a command on client and servers in a domain. :Z‘zg'::g:‘“ Name
Presumed Tool Use|- Source host: PsExec command execution source | Fisid Value®
During an Attack |- Destination hosl: The destination logged in by the PsExec command
; - Source host: Standard user
SBIRY - Destination host: Administrator
Operatin Targeted OS Windows
Condmo: Domain Not required
Communication [135/tcp, 445/lcp, a random high port
*When executing in a domain environment, communication for Kerberos authentication with the domain controller cecurs.
Service -
Standard Settings | Source host: A registry Lo the effect that the PsExec License Agreement has been entered is registered.
95 |, Destination host: The fact that the "PSEXESVC" service has been inslalied, started. and ended is recorded.
Information - Execution history (Sysmonvaudit policy)
Acquired from - Source host: The fact that the PsExec process was executed and that connection was made to the destination via the network, as well as the command name and argument for a
Log Additional Settings | remotely executed cormmand are recorded.

- Destination host: The fact thal the PSEXESVC's binary was created and accessed, and that connection was made from the source via the network, as well as the command name and
argument for a remotely execuled command are recorded.

Evidence That Can Be Confirmed
When Execution is Successful

If the following is confirmed, it is possible thal PsExec was executed.
- Source host: If the following leg is in the event log

- The Event ID 4688 (A process has exited) of psexec.exe was recorded in the event iog "Security” with the execution result (retumn value) of "0x0".
- Destination host: PSEXESVC.exe is installed.

Source: JPCERT https://www.jpcert.or.jp/english/pub/sr/ir_research.html
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MITRE CAR & ATT&CK

e Cyber Analytics Repository
— https://car.mitre.org/wiki/Main_Page

e Adversarial Tactics, Techniques, &nd
Common Knowledge
— https://attack.mitre.org
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https://attack.mitre.org

MITRE ATT&CK Matrix

Persisfence ][ Privilege Escalation l Defense Evasion Credentiol Access Discovery Lateral Movement l Exacution Collection Exfitration Command and Control
_ Automated Automated Commonly
DUL Search Order Hijocking Brute Force Account Discovery Windows Remote Management Cotioction E"""""“‘ Used Port
Software board Dato Data
Legitimate Credentiols Credential Application Thirckporty e Campeen Communication
Dumping Window Through Remavable
Accessibliity Features Binary Poading Discovery Appiication Commana-tine Dota Stoged Data Encrypled Medic
Deployment
Applnit DLLs Code Signing S Execution Data from Dato Transfor O
us ommaond
. Credential File ond Directory through AP Local System Sko LUimits and C
Local Port Monitor :mu‘m MEAaon Discovery Geaphical User Dota from
Bpioiationof ~ § __ interfoce || Network Shared Exiiitration Over
Vuinerabiity T Alernative Protocol Custom
InssallUn Drive Cryplographic
Now Sorvice ; Crodentiols In Fles
DUL Side-Loading Local Network Logon Scripls PowerShell Dota from . Protocol
cm Pass fhe Hash Process Hollowing Command and Data Obfuscation
Path inferception Disabiing input Control Channel
Security Tools Capiture Pass the Ticke! Regscvs/Regasm Email Collection Faiiback Channeds
—_———— Remote Dosk
= ] e Dolefion [ Network Sifing | wgwm Protocol Regacvra2 Input Capture Exfitration Over Mutti-Stoge Channels
Fila System Permissions Weakness | File System 5 Discovery Remole File Copy Rundii32 || Screen Copture Madium Muttiband
Service Registry Permission Weakness || 0w*al Offehs Authentication Network Service Remote Servicos ScheduledTask || _ Audio Capture Exfitration Over Ofher Communication
l —~y ] Inferception ! Scanning Repicaton Through Scripting | Video Copture Physical Medium Muttiioyer Encryption
== g ] Peripheral Device Removabie Media | service Execution | Scheduled Transter Peer Connections
cherkirnd = Shared Webroot Windows |
Output System o ———~ 1 - p— Marogement R e comy

Source: https://attack.mitre.org/w/images/8/87/ATTaCK_Matrix.png
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MITRE ATT&CK Matrix

Persistence ][ Privilage Escalatfion l Defense Evasion Cragential Access
DUL Search Order Hijocking Brute Force
Legitmate Credentials Credential
Dumping
Accessibllity Features Binary Paading
Applnit DLLs Code Signing
Credential
J—— e
New Service DLL Side-Loading Credentiols in Fles
Disabing Input
Poth interception Security Tools Capture
Scheduled Tosk || FileDeletion || Network Snifing |
File System Permissions Weakness | File System
Two-Factor
I Service Registry Permission Weakness ] gical Authentication
Web Sholl || Indicator Blocking T
oul/ [ Explodation of Vulnerabiity |
Oulput Sysiem Bypass Usor Account Control ]
Boofkit DU Injection
Change Defoult Fle o] 1 Mode! Hijookil
Component Objec jacking [
Indicator Rermovol [
Companent Femware ] from Tools [
Hypervisar Indicator Removol
on Host
Logon Scripts install Ut
Modity Existing Service [ Mosquerading | [

Source: https://attack.mitre.org/w/images/8/87/ATTaCK_Matrix.png
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MITRE ATT&CK Matrix

Discovery Loteral Movement l Exacution Codlection Exfitration Command and Control
Automated Automated Commonty
Account Discovery Windows Remote Management Collection Exfiltration Used Port
=== —_—
Applicat Third-party Software Chpboard Data Data Compressed
Window Through Removable
Discovery Appication Command-ine Dato Stoged Data Encrypled Medio
Depioyment
oo Execution Data from Data Transfor e
Filo::dbhwy through AP| Local System Sizo Limits mc“"c"’ ommand
covery Graphicaol Usor Deta
Explofiation of Interfoce mmm Exfiltration Over
Vuinerabaty Installun Drive Alemative Protocol Custom
_ Cryptographic
Local Network Logon Sorpls PowerShed Dota from PR
Configuration o Removable Modia Exfittration Over Dato Obfuscation
Discoven s the Hash Process Hollowing Command and
Poss the Ticket Regscvs/Regasm Email Collection Coniol Channe! Fallback Channets
Remole Desk
Local Network Regsowr32 input Copture Exfitration Over Muiti-Stoge Channels
Conreolion Profocol = Other Network
Discovery Remole File Copy || Rundli32 | ' Capture Medium Muttiband
Network Service Remole Sorvices Scheduled Task Audio Capture Exfitration Over Other PR iR
: Scanning Replication Through Scripting :| Video Copture Physical Medium Muttilayer Encryption
Porl%f.w Device Removable Media Service Exacution | Scheduled Transter Peer Connections
soovory
Shored Webtroot andm Remote Flle Copy
nogement
Parmissions Geoup [ Taint Shored Content || instrumentation Standard
Discovery Application Layer
Admin | MSBuUId
L Shares Protocol
|_Process Discovery Execution Through Stondord
[ Query Registry Module Load Crvpbo':hﬂc
Remofle System
Standard
Discovery Nen-Application
Security Software Layer Profocol
Discovery Uncommaonly Used Port
Systemn Information Web Service
Divcovery [ Daatncoding |

Source: https://attack.mitre.org/w/images/8/87/ATTaCK_Matrix.png
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Removing the Low Hanging Fruit

CAR-2013-04-002: Quick execution of a series of
suspicious commands

Certain commands are frequently used by malicious actors and

; ; . CAR-2013-04-002
infrequently used by normal users. By looking for execution of these
i : 5 Submission Date 04/11/2013
commands in short periods of time, we can not only see when a
o . Information Domain Analytic, Host
malicious user was on the system but also get an idea of what they
were doing. Host Subtypes Process
Type TP
Contents [hide] Analytic Subtypes Sequence
1 Output Description Contributor MITRE
2 ATT&CK Detection

Source: https://car.mitre.org/wiki/Main_Page
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search Process:Create

Pseudocode

processes = search Process:Create

reg_processes = filter processes where (exe == "arp.exe"” or exe == "at.exe" or

exe == "attrib.exe"
or exe == "cscript.exe" or exe == "dsqguery.exe" or exe == "hostname.exe"
or exe == "ipconfig.exe" or exe == "mimikatz.exe" or exe == "nbstat.exe"
or exe == "net.exe" or exe == "netsh.exe" or exe == "nslookup.exe"
or exe == "ping.exe" or exe == "guser.exe" or exe == "gwinsta.exe"
or exe == "reg.exe" or exe == "runas.exe" or exe == "sc.exe"
or exe == "schtasks.exe" or exe == "ssh.exe" or exe == "systeminfo.exe"
or exe == "taskkill.exe" or exe == "telnet.exe" or exe == tracert.exe"
or exe == "wyscript.exe" or exe == "xcopy.exe")

reg_grouped
30 minutes)

group reg by hostname,

output reg_grouped

process  create | exe

process create hostname

process | create | ppid

ppid where(max time between two events is

Source: https://car.mitre.org/wiki/Main_Page
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Removing the Low Hanging Fruit

Source: cat.com/HilariousSophisticatedGlowworm

The secret? Once enumerated, it's all low hanging fruit
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http://gfycat.com/HilariousSophisticatedGlowworm

Thank you!

Security B-Sides MSP 2017 starts Saturday
Email mjh@itys.net
for tonights talk or
check @mjharmon

on twitter next week

BSidesMSP.ORG
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