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SANS @ Night

Hands on Cyber Security in the Age of the  

Internet of Everything 
 

Wednesday, 21 June 2017 @ 8:15pm  

Happy Solstice! 

 

Matthew J. Harmon 
GSEC, GCIH, GCIA, CISSP
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Matthew J. Harmon

• Security Consultant & Researcher for IT Risk Limited 

• Instructor for SANS & Saint Paul College 

• Two emergency spinal operations last year
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What are we going to cover tonight?

• Legal Challenges for IoT Security Research 

• Importance of routine maintenance, an analogy 

• The Internet of Everything 

• Smart = Exploitable, most of the time 

• Establishing a known state  

• Device Enumeration 

• Data Enumeration
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Legal Challenges

Source: Minneapolis FBI Cyber Division at Saint Paul College Spring 2017
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Legal Challenges (cont.)

• Patent law and reverse engineering IoT devices 

• I asked a cyber lawyer, the Electronic Frontier 

Foundation and was basically told
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These things matter not to attackers

Image: ST:TNG "A Matter of Perspective”
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Internet Census 2012 (Carna Botnet)

Source: http://census2012.sourceforge.net/paper.html
Scope: 460 Million IP addresses that responded to ICMP ping requests or port scans from June and October 2012
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IoT Growth

• Added in 2016: ~429 million mobile/connections 

• Global mobile devices and connections in 2016 grew to 
8.0 billion, up from 7.6 billion in 2015. 

• By 2021, ~3/4 of all devices connected will be “smart”

Source: Cisco Visual Networking Index 2017
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Shodan Indexed IPs (country:us)

Thanks: John C. Matherly at Shodan (@achillean)
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Shodan Indexed "IoT" tagged

Thanks: John C. Matherly at Shodan (@achillean)
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IoT Attack Surface (Highlights)

• Administrative Interface 

•Directory transversal (Smart Dishwasher) 

•Weak/Default Passwords (“password”) 

• Local Data Storage 

•Unencrypted or weakly encrypted data 

•Decomissioning 

• Patches/updates 

•Transmitted in the clear 

•Eventually everything comes to an end…

Source: OWASP IoT https://www.owasp.org/index.php/IoT_Attack_Surface_Areas

https://www.owasp.org/index.php/IoT_Attack_Surface_Areas
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IoT Attack Surface (cont)

• Firmware backdoors 

• Insecure credential storage weak recovery/reset 

•Vulnerable Services, Hardcoded Creds, privacy 

• Sensors 

•Location, microphone 

•Damage 

• Network Traffic 

•LAN to Internet 

•Wireless (WiFi, X/Zigbee, Bluetooth)

Source: OWASP IoT https://www.owasp.org/index.php/IoT_Attack_Surface_Areas
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Some questions

• Is dishwasher's web server is patched?  

• Do you know if your lightbulb is packet flooding a journalist? 

• Is your camera sending mpegs to another country? 

• Is your TV is sending fingerprints of movies you are watching?  

• Is your refrigerator is being used as a C&C host?  

• Is a nation state using your SOHO router as a monitoring point?   

• Your NAS is syncing to an unk party, or have weak permissions?  

• Is your board room phone recording and sending those 
recordings somewhere?

WHY DO WE HAVE TO ASK THESE QUESTIONS!?
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In summary… 

If it says "Smart",  

you should read it as  

"Exploitable" 

Hat Tip: Mikko Hypponen (@mikko)
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IoT of today will eventually fail

• 32-bit processors and Y2k38 • About the time AI 

is reaching epoch
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The Future of IoT

Hat Tip: Mikko Hypponen (@mikko)

What time is it?
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How do we tackle this?

• Know what you’re defending 

•How to collect the data? 

•Passive, Active, or Aggressive?  

•Attackers don’t care if they tip over systems 

•We do.  

•nmap -T4 is called insane mode for a reason 

•You (probably) don’t need masscan  

•Passive takes longer, but captures more info 

• Let’s use Darkstat, Bro and ntopng 

• Then, we can use nmap to validate!
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How do we tackle this? (cont)

• We need to take control of our local environment, 

at the very least have: 

•Manufacturer, Model, System Name, Location 

•Operating System, IP address/Netmask, MAC 

• Identify and map our “normal” traffic profiles
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Our Do It Yourself Build Today

• Step 1 

– Install Security Onion on a 2+1 NIC box 

– Go bleeding edge, and test SO+ELK 

– http://blog.securityonion.net/2017/06/
towards-elastic-on-security-onion.html  

• Step 2 

– Setup a span, mirror or network tap 

– NetGear GS108E is still awesome and only 
$60

http://blog.securityonion.net/2017/06/towards-elastic-on-security-onion.html
http://blog.securityonion.net/2017/06/towards-elastic-on-security-onion.html
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Do It Yourself (cont.)

• Step 3 

– Install Darkstat and ntop-NG 
• https://github.com/Security-Onion-Solutions/security-

onion/wiki/DeployingNtopng 

• apt install darkstat 

– Configure Dashboards 
• https://localhost/app/kibana 

• Step 4 

– Deploy OSSEC & Sysmon 
• https://github.com/SwiftOnSecurity/sysmon-config

https://github.com/Security-Onion-Solutions/security-onion/wiki/DeployingNtopng
https://github.com/Security-Onion-Solutions/security-onion/wiki/DeployingNtopng
https://github.com/SwiftOnSecurity/sysmon-config
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Security Onion + Elastic

Source: http://blog.securityonion.net/2017/06/towards-elastic-on-security-onion.html
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Taking this to the next level

• Security Onion + ELK + OSSEC + Sysmon

https://technet.microsoft.com/en-us/sysinternals/sysmon 
References: https://github.com/Security-Onion-Solutions/security-onion/wiki/Sysmon, 

Joshua Brower: https://digital-forensics.sans.org/community/papers/gcfa/sysmon-enrich-security-onions-host-level-capabilities_10612
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Using Sysmon for Awesome

• @SwitftOnSecurity 

• https://github.com/SwiftOnSecurity/sysmon-config/ 

• “Sysmon configuration file template with default 

high-quality event tracing”

https://github.com/SwiftOnSecurity/sysmon-config/
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Using Sysmon for Awesome

Source: https://github.com/SwiftOnSecurity/sysmon-config/
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Darkstat Passive Enumeration

Source: https://unix4lyfe.org/darkstat/
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ntopng hosts
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Correlating Bro & ntopng Passive 
Enumeration
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ntopng Flow Enumeration

Source: © 2017 LinOxide
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Bringing it all together

DCIM: Data center Infrastructure Management  

netbox_devices.csv 

• Device Name, Device Role, Tenant 

• HW Manufacturer, Model, OS, Serial Number 

• Interface, Site, Rack, Position, Face 

 

IPAM:IP address management 

netbox_IP_addresses.csv 

• IP Address, Device Role, Tenant 

• Status, FQDN, Interface, Connected, Serial/MAC
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NetBox (IPAM/DCIM)

Source: https://github.com/digitalocean/netbox
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Easy button

• nmap -vv -oN mynetwork.nmap 192.168.0.1/24  

• https://github.com/maaaaz/nmaptocsv 

$python nmaptocsv.py -i mynetwork.nmap / 

ip-mac-fqdn-os-port-service-version
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Bro-IDS for detecting deviant traffic

Source: https://github.com/sooshie/bro-scripts/blob/master/2.4-scripts/dns-bad_behavior.bro
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Interesting Domains

Network Forensics with Bro: https://github.com/aboutsecurity/Bro-samples  
Output Source: http://blog.opensecurityresearch.com/2014/03/identifying-malware-traffic-with-bro.html 

Lenny Zeltser REMnux “Toolkit for Analyzing & Reverse Engineering Malware”: https://remnux.org/
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Data Enumeration

• Now that you’ve got a list of hosts and services, time to 
identify your data stores: 

•Start with Servers and Workstations turned Server 

•Have discussions with Third Party Vendors 

•Then address your IoT devices
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Data Enumeration (cont)

• Artifacts to collect 

•Type, Asset Unique ID, File Name, Description 

•Recipient, Data Custodian, Responsible Party  

•Primary Location, Criticality level, Classification 

•Restriction, Internal Share Loc, External Share Loc,  

•Internal Backup Loc, Off-Site Backup Loc 

•Public, Legal Restricted, Medical Restricted
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Detecting Pivots

• JPCERT Coordination Center: Detecting Lateral 

Movement through Tracking Event Logs 

Source: JPCERT https://www.jpcert.or.jp/english/pub/sr/ir_research.html
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Detecting PSEXEC

Detecting Lateral Movement through Tracking Event Logs 

Source: JPCERT https://www.jpcert.or.jp/english/pub/sr/ir_research.html
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MITRE CAR & ATT&CK

• Cyber Analytics Repository 

– https://car.mitre.org/wiki/Main_Page 

• Adversarial Tactics, Techniques, &nd 
Common Knowledge 

– https://attack.mitre.org

https://attack.mitre.org
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MITRE ATT&CK Matrix

Source: https://attack.mitre.org/w/images/8/87/ATTaCK_Matrix.png
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MITRE ATT&CK Matrix

Source: https://attack.mitre.org/w/images/8/87/ATTaCK_Matrix.png
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MITRE ATT&CK Matrix

Source: https://attack.mitre.org/w/images/8/87/ATTaCK_Matrix.png
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Removing the Low Hanging Fruit

Source: https://car.mitre.org/wiki/Main_Page
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search Process:Create

Source: https://car.mitre.org/wiki/Main_Page
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Removing the Low Hanging Fruit

The secret? Once enumerated, it’s all low hanging fruit

Source: gfycat.com/HilariousSophisticatedGlowworm

http://gfycat.com/HilariousSophisticatedGlowworm
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Thank you!

Security B-Sides MSP 2017 starts Saturday  
Email mjh@itys.net 
for tonights talk or 
check @mjharmon 

on twitter next week
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